LOWER GRANITE PROJECT OPERATIONAL GUIDANCE
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Project Access Control
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1. PURPOSE. This Standing Operating Procedure (SOP) establishes the methods and controls for maintaining a secure facility.

2. APPLICABILITY. The policy, procedures and responsibilities defined in this SOP are applicable to all employees of the Project, District visitors, Other Agencies, Contractors, and Guests. All personnel should be on the alert for intruders in areas restricted to authorized personnel and to any unusual or suspicious activity. Potential or actual security problems should be reported immediately to the security guard and senior on- site supervisor. Surveillance should be maintained until the senior supervisor arrives and investigates the problem. This SOP was designed around FPCON Normal; in the event that the threat level changes the Operating Manager will take necessary action to ensure the FPCON Level is properly addressed.

3. REFERENCES.
(1) Project Physical Security Plan
(2) Walla Walla District Rapid Recovery Plan. Critical Infrastructure Security Program Projects
(3) NERC requirements for Power Generating Facility.
(4) Commander Policy Letter #18

4. DEFINITIONS.
(1) Project Security Officer-Individual designated by the Operating Project Manager who is responsible for overall management of this SOP. Lead Security guard has the authority to act on behalf of the Security Officer.
(2) Badge and Key Holder-Any individual assigned key(s) or a badge.
(3) Designated Maintenance Employees-J & K Grade Electronics Technicians assigned to work on the Projects security system.
(4) Other Agencies-Other Government agencies outside of the Walla Walla District USACE.
(5) Guests-Individuals that require escorted access to the Project.
(6) Contractors-Individuals that require access to the Project to perform work as defined by their contract.
(7) Project Access Form-Form used to define and control access needs (Appendix A)

5. POLICY. The Operating Project Manager (OPM) is responsible for overall security of the Project. His responsibility may be delegated at the discretion of the OPM to a designated Project Security Officer. Lower Granite Project has designated the Lower Granite Chief of Operations as the Projects Security Officer. The OPM may also fill in for any of the defined roles or delegate someone to fill in when the OPM has a need to maintain Project Security or to complete the Projects Mission (in the absence of designated employees). The Project

Security Officer shall ensure applicable policies, practices and action plans are in place to adequately secure the facility during routine and non-routine activities. Lower Granite Dam and District employees entering the main entrance to the complex shall wear their identification badges in a visible fashion at all times. Non Project Employees shall check in with the security guard and during off hours the control room operator. If a Project escort is used, the escort may provide this communication. Corps employees who forget their badges will be screened by the guards and issued a visitor badge. Lower Granite Project Access control policy is divided into the following categories:

a. Badge and Key Control (Section 8)
(1) Project Employees (Section 8a)
(2) District Badges (Section 8b)
(3) Contractor badges (Section 8c)
(4) Other Agencies (Section 7d)
(5) Guest (Section 8f)
(6) Other (Section 8g)
b. Project Tours (Section 9)
a. Project Crossing (Section 10)
b. Spare Badge and Key storage (Section 11)
c. Record Keeping (Section 12)

6. RESPONSIBILITES.
a. Project Security Officer
(1) Responsible for the overall administration of the Project Access control and security of the Project.
(2) Shall ensure the SOP is reviewed for accuracy at least once a year and shall audit all records.
(3) Responsible to make sure spare badges and keys are accounted for.
(4) Shall receive and file all completed Project Access Forms. (5) Maintain adequate spare inventory.
(6) Periodically audit spare key inventory with Electronic Files.
(7) Ensure that individuals designated to issue, receive, account for keys in his or her absence clearly understand local key procedures
(8) Maintain a key control register at all times to ensure continuous accountability for keys of locks used to secure Government Property.
(9) The key and lock custodian's duties will also include procurement and receipt of keys and locks and investigation of lost or stolen keys. The key and lock custodian will maintain a record to identify each key and lock and combination of locks used by the activity, including replacement or reserve keys and locks. The record will show the current location and custody of each key and lock.
(10) Cards shall be treated as CONFIDENTIAL material in accordance with Chapter 5 of AR 190-13.
(11) Responsible for compliance with applicable NERC/WECC security regulations.
b. Operator in Charge: It is understood that Lower Granite Project is a 24/7 operation and that the sequence of steps for issuing key(s) and badges may not be able to be followed. The Control room will be issued three sets of keys, three road way badges and three roadway and Power house entry badges. The Operator in charge shall use their best

judgment to ensure the Mission of the Project and the security of the Project are not compromised when issuing the control rooms emergency access keys and badges. When the control room issued badge and keys are issued a log book entry shall be made.

c. Designated Maintenance Employees (K-Grade, J-Grade): Responsible for overall maintenance of system. Prior approval from the Project Security Officer will be needed for other than like kind hardware changes and routine software changes.
d. Computer Administrative Privileges: Administrative computer privileges shall be limited to the following individuals; Gary Wendt, Rich Hilt.
e. Badge and Key Holder (Project Employee, District Employee, Contractor, Other Agencies, Local Vicinity Neighbor of the Facility, Guest, Other): Responsible for maintaining control over badge and keys authorized to them. The Badge and Key Holder is the one authorized to use the issued badge and key(s). The badge and Key Holder shall not loan their badge or key(s) to another individual and shall immediately report lost or stolen badge or keys to the Project Security Officer. It is the Badge and Key Holders responsibility to provide the "burden of proof' of circumstances for the Loss or Theft of a badge or keys.

7. BADGE AND KEY CONTROL. Control of badge and keys are vital for effective security and personnel safety at Lower Granite Lock and Dam.
a. Badge and key access for Lower Granite Employees.
(1) Issuing Badge and Keys
A. Individual requesting a badge and keys shall fill out Project Access Request Form.
B. Project Security Officer shall review Project Access Request Form and determine minimum appropriate badge and key access needed to perform job and the maximum time key is to be issued. Sign "Access Control Issue Request" as the Authority and verify badge and key requester has signed the Access Request form.

ONLY PERMANENTLY ASSIGNED EMPLOYEE'S WILL BE ASSIGNED AN INDEFINITE BADGE AND KEY RETURN DATE

C. Project Security Officer shall release badge and keys only to personnel who have the approved Access Control request Form filled out, record badge and key issued on same form.
D. Project Security officer shall notify the designated maintenance employee(s) to activate the card to the appropriate access level.
(2) Returning badge and key access.
A. Individual will turn in badge and keys to the Project Security Officer and shall sign Project Access Request form as returned (as per Lower Granite Project clearance form).
B. Project Security Officer shall sign Project Access Request form as returned and update electronic badge and key file. Then notify designated maintenance employee(s) so badge access can be deactivated.
b. District employees badge key access.

(1) Activating badge.
A. Project Security Officer shall review Project access request and determine minimum appropriate badge access needed to perform job and the maximum time to be issued. This normally shall not be greater than one year.
B. The individual that was authorized access shall be responsible for notifying the Project Security Officer to ensure uninterrupted service.
(2) Issuing key access.
A. Individual requesting key access shall fill out a Project Access Request Form.
B. Project Security Officer shall review Project Access Request Form and determine minimum appropriate key access needed to perform job and the maximum time key is to be issued. Sign "Access Control Issue Request" as the Authority and verify badge and key requester has signed the Access Request form.
C. Project Security Officer shall release keys only to personnel who have the approved Access Control request Form filled out, record key issued on same form.

WARNING
Loss of a key will require a Report of Survey to be completed to determine responsibility and if rekeying is required.

(3) Returning key access.
a. Individual will turn in key(s) to the Project Security Officer. And shall sign Project Access Control Form as returned.
b. Project Security Officer shall sign Project Access Control Form as returned and update electronic and paper Badge and key file. Then notify designated maintenance employee(s) so badge access can be deactivated.
c. Contractor badge and key access
(1) Contractor employees entering the complex will be required to wear Corps contractor badges in a visible fashion at all times. Contractors who are not U.S. citizens will not be allowed into the complex without District clearance and proper valid photo ID (passport, etc...). Contractor badge and key access shall be issued for no longer than the expected duration of the contract.

WARNING
Loss of a key will require a Report of Survey to be completed to determine responsibility of costs incurred if rekeying is required

(2) Issuing badge and key(s)
A. Individual requesting a badge and keys shall fill out Project Access request form.
B. Project Security Officer shall review Project Access Request Form and determine minimum appropriate badge and key access needed to perform job and the maximum time key is to be issued. Sign "Access Control Issue Request" as the Authority and verify badge and key requester has signed the Access Request form.
C. Project Security Officer shall release badge and keys only to contractors who have







the approved Access Control request Form filled out, record badge and key issued on same form.
D. Project Security officer shall notify the designated Lead Security Guard to activate the card to the appropriate access level.
(3) Returning badge and key access
A. Contractors shall turn in badge and keys to the Project Security Officer when their work is complete.
B. The Lead Security Guard shall indicate on the badge access form the badge and key as returned and update electronic badge and key file. Then deactivated the badge.
d. Issuing Other Agencies badge and key access.
(1) Issuing badge and key(s)
A. Individual requesting a badge and keys shall fill out Project Access Request Form.
B. Project Security Officer shall review Project Access Request Form and deter mine minimum appropriate badge and key access needed to perform job and the maximum time badge and key access is to be issued. Badge and key access for other agencies shall be issued for no longer than 1 year increments. Sign “Access Control Issue Request” as the Authority and verify badge and key requester has signed the Access Request form.
C. The Lead Security Guard shall release badge and keys only to personnel who have the approved Access Control request Form filled out, record badge and key issued on same form. The individual may also require a pager, see pager SOP for more information.
D. Individual shall sign Project Access Control form.
E. Project Security officer shall notify the designated maintenance employee(s) to activate the card to the appropriate access level.
(2) At the end of the 1-year period this process shall be done again to ensure appropriate level of access is granted. The individual that was authorized access shall be responsible for setting up an appointment with the Project Security Officer to ensure uninterrupted service.
(3) Returning badge and key Access.
A. Individual will turn in badge and key(s) to the Project Security Officer. Individual returning the badge and key(s) shall sign Project Access Control form as returned.
B. The Lead Security Guard shall sign Project Access Control for m as returned and update electronic Badge and key file. Then notify designated maintenance employee(s) so badge access can be deactivated.
e. Guest badge access.
(1) The Project Security Guard will be issued I 0 guest badges and 5 visitor access badges, 3 24 hour LGR employee badges, 1 visitor gate badge and 1 contractor badge. The guest badges will not operate the badge access doors.
(2) Visitors who are not U.S. citizens will not be allowed onto the Project without District clearance and proper valid photo ID (passport, etc.).
(3) General visitors having business at the Project will be required to do the following:

A. Provide the guard with the name of a person or section they will be visiting.
B. Show photo identification.
C. Wear a visitor badge (a pager may also be issued, see pager SOP for more details)
D. Sign in and out with the guards.
(4) The corps employee having business with a general visitor shall meet them at the gate, escort them for the duration of their business at the Project and escort them back to the gate at the conclusion of their business. General Visitors will not be allowed on the Project during off hours without prior approval of the Chief of Operations.
f. Other badge and key access.
(1) It is understood that Lower Granite Project is a 24/7 operation and that the sequence of steps for issuing key(s) and badges may not be able to be followed every time. The Control room will be issued three sets of keys, three road way badges and three roadway and Power house entry badges. The Operating Project Manager, Acting Operating Project Manager, or the Operator in charge shall use their best judgment to ensure the Mission of the Project and the security of the Project are not compromised when issuing the control rooms emergency access keys and badges. When the control room issued badge and keys are issued a log book entry shall be made.

8. FIREARMS AND DANGEROUS WEAPONS. As per the Commander’s policy letter #18, firearms and dangerous weapons are not allowed inside the security perimeter without specific approval from the District Commander (exceptions explained in the policy letter). This applies to individuals and parked vehicles inside the secured perimeter working, touring or conducting business. This does not apply to Project “dam” crossing, where vehicles do not stop and are continuously monitored through the secure area.

9. PROJECT ACCESS: Issuing badges and keys to access the Project are for the purpose of conducting work related business during assigned duty hours. Assigned duty hours consist of those hours directed to report to work including those minutes prior to and immediately after the work day. Access to the Project during off duty hours are not allowed without prior supervisory approval. For after hour access, contact the operator upon arrival and departure, access shall be concluded by 10pm. APPROVED ACCESS ACTIVITIES ARE GENERALLY THOSE ACTIVITIES WITH MUTUAL BENEFIT TO THE EMPLOYEE AND THE AGENCY.

10. PROJECT TOURS.
a. Resource or Management Staff will pre-screen all groups requesting a guided tour of the Project. Tour groups will provide Staff with a roster of everyone going on the tour in advance, and individuals over the age of I8 will be required to provide photo identification before entering the complex. In order to ensure the safety and control of school groups the student to adult ratio should not exceed 10 to 1.
b. Management will determine the tour route based on safety, security, number of personnel, and the interest of the tour group.
c. Visitors who are not U.S. citizens will not be allowed onto the Project without District clearance and proper valid photo ID (passport, etc.).
d. Groups may enter the Power House erection bay floor only if escorted by a Corps employee. Escorted groups may enter the control room with prior approval from the

operator on duty.
e. No cameras or other recording equipment will be allowed on site. If souvenir pictures of tour are requested ahead of time, the Project will provide a photographer given resources are available.

11. PROJECT CROSSING.
a. Lower Granite Lock and Dam is open to public traffic crossing on a limited basis, from 7:00a.m. to 5:00p.m., seven days a week and closed on federal holidays not to include Memorial day, July 4th, and Labor day. Public traffic crossing the dam is not considered “access to the facility,” because vehicles do not stop and are either escorted across or are continuously monitored through the secure area. The following requirements will be met prior to authorizing access to cross the dam:
(1) Drivers license required for the vehicle driver.
(2) All vehicles crossing the dam are subject to a search and ID check
(3) Tour and school buses must contact the dam 24 hours in advance for authorization
(509) 843-1493, or coordinate with the Project Tour Guide.
(4) Passenger cars, motorcycles, open trucks, recreation vehicles, small vans and farm equipment, with the exception of fuel trucks, will be allowed to cross. Large, commercial vehicles, trucks, vehicles hauling flammable or explosive cargo and vehicles that cannot be easily searched will not be allowed to cross the dams.
(5) All firearms must be unloaded and declared at the gate.
(6) Security guards are authorized to perform detailed vehicle searches and deny vehicle access across the dam.
(7) Drivers may not stop their vehicles to take pictures or sight see during crossings.
(8) Pedestrian traffic across the dam is not allowed because of safety considerations.
(9) Photo identification, vehicle searches and other previously listed requirements are standard policy for the public to cross at Walla Walla District dams. For current crossing schedules at Lower Granite Lock and Dam and other Walla Walla District dams, call l-888-DAM-INFO (1-888-326-4636).
(10) A crossing log will be maintained by security and updated monthly.

12. KEY STORAGE.
a. Keys will be stored and locked in the Project Security Officers office. Only the Project Security Officer, the Lead Security Guard and the Operating Project Manager will have access to the locked cabinet.
b. A lockable container, such as a safe or filing cabinet or key depository make of at least 26- gauge steel, permanently affixed to a wall, will be used (IAW AR 190-51).

13. RECORD KEEPING.
a. All records will be maintained for the current core series installed.
b. The key control administrator will take the forms from the key's issued box and record transactions in the electronic file and file the forms in the individual's key holder file.
c. The key control administrator will track when keys are overdue for turn in and inform the Operations Manager.

Rob Lustig                 Operations Project Manager Lower Granite Project
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